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Chief Digital Officer, Office of the County Executive 
Class Code: 007856

CHIEF DIGITAL OFFICER, OFFICE OF THE COUNTY EXECUTIVE
DEFINITION OF SERIES:

This occupational series covers appointed, non-merit full-time executive-level positions for the County Government. These position have an external focus, and/or serve to develop policy, and they report to either the Chief Administrative Officer (CAO) or Assistant Chief Administrative Officer – where they are responsible for developing and implementing policy which impacts a major activities of the County – or the director of a large department – where they have the full authority and accountability in the absence of the Director.

DISTINGUISHING CHARACTERISTICS: 

Under the administrative direction of the Chief Administrative Officer (CAO), this senior level management position leverages experience in County technology management, business processes and services; organization and assets; investments in past, current, or planned information management initiatives, systems, technologies and techniques; related laws and regulation; and knowledge of information security to advise the CAO on the governance of digitalization initiatives of County services across the enterprise.  
As Chief Digital Officer, the employee reviews current and planned information technology and digitalization efforts, investments, and initiatives of the County to advise the CAO and major stakeholders in the development and maintenance of appropriate organizational structures necessary for the County to meet emerging and future challenges and demands in enterprise digital risk management thereby enhancing the chances of success and minimizing risk of failure, reduction in scope/benefit, or loss of information security, or privacy. The Chief Digital Officer also serves as the Digital Risk Officer, proactively working with County departments, business units, CountyStat, and other County partners to develop and implement practices that meet policies and standards for information security; and leverages understanding of information technology to provide oversight to a variety of digitalization efforts, programs, and projects while ensuring the success of cybersecurity and risk management activities to ensure the achievement of business outcomes where the business process is dependent on technology. The incumbent is also responsible for championing and facilitating the implementation of enterprise information security programs not only related to confidentiality, integrity, and availability of information, but also to the safety, privacy, and recovery of information owned or processed by the business in compliance with regulatory requirements. A key element of the Digital Risk Officer’s role is working with executive management – including the Directors of the Department of Technology Services (DTS), Department of Finance/ Risk Management and the Office of Emergency Management and Homeland Security (OEMHS), and Chief Privacy Officer – to oversee a variety of IT-related risk management activities as related to the County’s services and business and to determine acceptable levels of risk for the organization and guide security culture, policy, and technology for measurable improvement in the County’s risk posture. The incumbent also works proactively with business units to implement practices and governance that ensure effective management of automation programs and projects to deliver targeted outcomes and investment objectives. 
MAJOR DUTIES: 

The incumbent is responsible for reviewing advising the CAO and County departments on current and planned information technology and digitalization efforts, investments, and initiatives, as well as developing and implementing digital risk practices consistent with policies and standards for information security.
EXAMPLES OF DUTIES: (Illustrative Only)

· Advises the CAO on IT investments, policies, and practices and in the development and maintenance of appropriate organizational structures necessary for the County to meet emerging and future challenges and demands in enterprise digital risk management.  

· Independently assesses past, current, or proposed future IT programs and advises the CAO on variety of related matters.  

· Formulates, establishes and maintains Countywide enterprise-level digital risk management governance framework, artifacts and instruments in conjunction with the Director, Department of Technology Services, Department of Finance/ Risk Management, and Chief Privacy Officer to ensures the County’s digital assets and related interests are adequately protected. Develops digital risk governance artifacts and instruments to support the digital risk management objectives of the County.  
· Ensures Countywide reduction in digital risk by ensuring representation and participation (e.g., reporting) in the program by all business units and stakeholders.

· Administers governance artifacts and instruments (“scorecards”) that address risk to digitalization efforts and projects.

· Identifies policy and standards gaps in IT program/project management.

· Assesses and provides advice on methodologies for risk evaluation, measurement, monitoring and tracking, and reporting (e.g., scorecards).

· Develops and delivers digital risk management training to stakeholders.

· Identifies and helps in incorporating management best practices to transform the County’s service to digital. 

· Works with County departments and agencies on IT driven innovation projects/ideas.  

· Collaborates with information asset owners, asset custodians and other business, technology, and digital security and risk stakeholders.

· Encourages accountability for the successful delivery of County information technology programs/projects and digital services.

· Advises the CAO on technology acquisition practices and strategies. 

· Participates in the County’s information technology strategic planning and governance structure, to make recommendations and provide cohesion and convergence. 

· Participates in steering committees or advisory boards of major programs.

· Provides regular reporting on the current status of the digital risk reduction program to enterprise risk teams, senior business leaders, independently elected and appointed officials and the County Executive, as part of a strategic enterprise risk management program, thus supporting County business outcomes.

· Advises on the development, implementation and monitoring of a strategic, comprehensive digitalization program to ensure appropriate levels of confidentiality, integrity, availability, safety, privacy and recovery of information assets owned, controlled or/and processed by the County.

· Creates a framework for roles and responsibilities with regard to information ownership, classification, accountability, and protection of information assets and investments.

· Facilitates a metrics and reporting framework to measure the efficiency and effectiveness of the program, facilitate appropriate resource allocation, and increase the maturity of the information security program, and review it with stakeholders at the executive and IT Policy Advisory Committee (IPAC) and Interagency Technology Policy Coordination Committee (ITPCC) levels.

· Identifies technology dependencies outside of direct organizational control. This includes reviewing contracts and the creation of alternatives for managing risk.

SUPERVISORY CONTROLS: 

Serving under general policy direction from the CAO, the employee works collaboratively with other County executive-level managers to achieve the priority goals and objectives of the County Executive. 

Assignments are stated in terms of broadly defined missions or functions; work is normally performed under administrative direction with little or no technical guidance available. The employee is responsible for planning, designing, and carrying out the work independently. Results of the work are considered technically authoritative and are normally accepted without significant change. If the work should be reviewed, the review concerns such matters as fulfillment of program objectives, effect of advice and influence on the overall program, or the contribution to the field. Recommendations for new projects and alteration of objectives are usually evaluated for such considerations as availability of funds and other resources, broad program goals or priorities.  Intended to cover situations in which workers, who have responsibility for broad programs, functions or activities, have full and final responsibility for the work effort. This typically involves determining all matters associated with completing work assignments, including what is to be done as well as how it is to be performed.  The work product or service is evaluated in terms of meeting broad program goals. 

SUPERVISION EXERCISED: Employees in this classification do not supervise other positions.  

GUIDELINES: 

Guidelines are broadly stated (e.g., broad public policy statements or basic legislation) and require extensive interpretation. The employee uses considerable judgment to interpret the intent of the guides and to develop specific directives, rules, regulations, policies, and procedures for application to the work. The employee is recognized as the technical authority on the interpretation of guides in highly unusual cases. The employee is granted full latitude to interpret and to develop specific rules, regulations, policies and procedures to apply to the work or to develop specific strategies to accomplish complex work assignments. The work may encompass a program, function, or activity operated under general laws or policies which require the employee to develop all or most of the policies, rules, and procedures covering the work; advanced analytical work in legislative policy development and implementation; advanced analytical work in information technology that results in new procedures, methods, and/or policies that affect how work is performed.
COMPLEXITY: 

The work involves extensive planning, coordination, and direction of broad County programs and functions and consists of a very wide range of factors, issues, circumstances and elements to decide on courses of action functions and processes.  Assignments are characterized by breadth and intensity of effort and involve several phases being pursued with the support of others within or outside the organization. Decisions regarding what needs to be done include largely undefined issues and elements, requiring extensive probing and analysis to determine the nature and scope of the problems. The work requires continuing effort to establish concepts, theories, or programs, or to resolve very complex problems.
SCOPE AND EFFECT: 

The work involves developing and implementing solutions to problems of critical importance to County operations.  The employee, who is considered an expert, is engaged in isolating and defining unknown conditions, resolving critical problems or developing new theories; or developing, and presenting in public, analysis and recommendations concerning complex and sensitive issues. The purpose of the work is to resolve critical problems in the organization and delivery of government services. The work product or service affects the work of major aspects of administrative or technical programs or missions or the well- being of substantial numbers of people.  The intent of the work assignment is to facilitate the design, development and implementation of new programs, functions or services which substantially impact County-wide operations and/or the community.
CONTACTS: 

Contacts are with high-level officials within or outside of the organization and involve presenting, justifying, or defending very important issues where diverse viewpoints, goals and objectives are strongly advocated and must be reconciled to achieve suitable alternatives or to arrive at acceptable positions. These contacts may be extremely difficult and cover issues of County-wide importance. The employee meets and deals with individuals or groups whose approval, participation, or agreement is vital to the effective administration of County-wide programs, functions or services. The worker represents the County Government and has authority to negotiate or make commitments or decisions concerning major policy or program matters.  

PUBLIC SERVICE /ASSISTANCE: 

This class of work may entail some public service/assistance, but it is incidental to the primary focus of the work performed.

HAZARDS: 

The work presents no significant hazards to employees.

MINIMUM QUALIFICATIONS: 

Education:  Bachelor's degree in Computer Science, Information Systems, business or public administration or a directly related field. 

Experience: Seven (7) to ten (10) years of relevant work experience, in risk management, information security or information systems jobs, or other related role.

Equivalency: Any combination of education and experience that has been achieved and is equivalent to the stated education and experience and required knowledge, skills, and abilities sufficient to successfully perform the duties and responsibilities of this job.

Licenses, Registrations, Certifications, or Special Requirements:
Preferred: 

· Graduate degree in Business Administration, Public Administration, Computer Science or related field

· Certified in Risk and Information Systems Control (CRISC)

· Certified Information Security Manager (CISM)

· Certified Information Systems Auditor (CISA)

· Certified Information Systems Security Professional (CISSP)

· Experience with HIPAA, PCI and CJIS compliance 

Knowledge, Skills, and Abilities: 

Knowledge of:
· Management and supervisory principles, practices, and techniques in senior level information technology management and governance.

· Knowledge of and adherence to HIPAA and other federal and State laws requiring the confidential handling of certain health information.

· Policies, practices, procedures, and terminology of assigned function.

· Federal, State, Local and County applicable laws, rules, regulations, and guidelines.
· Knowledge of the County’s internal and external business environments
· Information technology hardware, software, and peripherals as related to assigned function.

· Information Security Management best practices.

· Information Technology risk assessment and management.

· Administrative, operational, physical, and logical security safeguards.

· Security architecture and models.

· Telecommunications, network and Internet security best practices and lifecycle management.

· Computer equipment to include word processing, spreadsheets, databases and a variety of software packages.
Skill in:
· Functioning as a visionary leader with strong Information Technology focused skills. 

· Information investment portfolio management and governance.

· Large program/project management oversight and governance.

· Technology and digital services strategic planning and visioning.

· Developing and evaluating risk management programs.

· Understanding IT, Operational Technology and Internet of Things (IoT), and the overlap of technology and the physical world. 
· Understanding the desired business outcomes of the organization, the supporting business processes, and the technology dependencies. 
· Expressing risk tolerance and understanding risk appetite in terms of business and organizational outcomes.
· Supporting and working effectively with business units as they are empowered to choose the amount of risk they will accept and budget they will allocate to address. 
· Working effectively with business unit executives to appropriately manage risk they cannot control.
· Managing technology dependencies that are outside of direct organizational control; including reviewing contracts, mapping data flows across external services, and creating alternatives for managing risk.
· Leadership, collaboration and negotiation techniques, including contracts, agreements and proposals.

· Developing and monitoring programs and related budgets.

· Managing user expectations and satisfaction.

· Developing and evaluating Requests for Proposals (RFPs).

· Interacting with and supporting the activities of other Information Technology and information security professionals.

· Problem-solving and decision-making.

· Strategic planning, developing, monitoring. and evaluating.
· Both verbal and written communication, including presentations and communication technical issues in non-technical language.
Ability to:
· Work with Executive and Senior level managers.

· Work in a people-centric style that supports improved behavior across the enterprise with respect to technology use and dependency.
· Establish an on-going program of security and risk awareness and training. 
· Manage, motivate, train, develop and evaluate staff.

· Work independently and efficiently and as part of a team.

· Manage time well, perform multiple tasks, and organize diverse activities.

· Translate policies and objectives into ideas and applications web-based information products.

· Research, compile, analyze, interpret, and prepare a variety of memorandums or reports.

· Deliver awareness training from documented training curriculum.

· Identify security safeguards using risk management-based analysis that are in line with the value of the assets being protected.
· Establish and maintain effective working relationships with departmental clientele, representatives of outside agencies and providers, other County employees and officials, and the general public.

Licenses, Registrations, Certifications, or Special Requirements: None
Work Environment: 

The work environment involves normal, everyday discomforts or unpleasantness.  The work area is adequately lighted, heated and ventilated.

Physical Demands: 

The work requires ordinary physical effort to sit, walk, stand, bend, and reach or to carry light items. 
PROBATIONARY PERIOD: Not applicable
BARGAINING STATUS: Non-union

PROMOTION POTENTIAL:  None

MEDICAL EXAM PROTOCOL:  Medical History Review
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